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Design and Implementation of Simulation Tool for Cyber Battle Damage
Assessment Using MOCE(Measure of Cyber Effectiveness)*

JinHo Park,” DuHoe Kim, Dongll Shin, DongKyoo Shin
Sejong University
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ABSTRACT

In recent years, the cyber attack has become a universal phenomenon, and the attacks in cyberspace are regarded as a
kind of war, cyber-warfare. However, cyber-warfare is difficult to identify the damage caused by the attack. In order to
effectively evaluate the damage to the attack that may occur in the cyber-warfare, this paper describes the damage
evaluation simulation of the cyber-warfare based on DEVSim++, which can calculate the damage to the cyber attack using
the MOCE (Measure of Cyber Effectiveness). Also, in order to help the commander in the cyber Command&Control phase,
the number of victims by attack classification is expressed in the form of Venn diagram.

Keywords: Cyber battle, Simulation, Network Security, MOCE(Measure of Cyber Effectiveness)
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